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1.0 Introduction

1.1 System Overview

The IP Pro™ Controller (SDC P/N: IPDCE) is an IP-based single door controller. It supports two separate Wiegand
readers for true In/Out reader functionality. It may be expanded to two or more openings by adding multiple IPDCE
controllers, or with the IP Pro™ Expansion Door Station (P/N: IPDSE). Up to 31 Door Stations may be controlled by a
single IP Controller.

The Controller includes an secure, embedded web server which allows installers and users to manage installations
without requiring separate software. The web server is easily accessed using a common PC-based web browser (e.g.,
Microsoft IE, Google Chrome, Mozilla Firefox, etc.)

Both the IPDCE and IPDSE require a 12VDC power source. This requirement may be met by using a traditional 12VDC
power supply or by using the IP Pro™ PoE+ Injector (P/N: IPI1-30) & Splitter (P/N: IPS-12). The injector/splitter
combination allows the controller to connect and be powered using an existing Ethernet network infrastructure. The
IPS-12 provides a 12VDC power source capable of powering the controller, reader, and locking device (up to 1.5A total).
SDC offers a complete selection of low energy Access Control and Electrified Locking Hardware, guaranteed to work
with the IP Pro™ Series controllers.

2.0 Installation Diagrams
2.1 Single Door Wiring
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Figure 1. IP Pro™ Single Door Controller — Typical Wiring
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2.2 Wiring Two or More Openings (RS-485 Option using with IPDSE’s)

Wiegand
Entry
Reader

RS-485 NETWORK CONNECTIONS
Next Door Station Next Door Station
Door Addr. Y)Y (( Door Addr.
246 17-32
] | =
) &58688] | 74
:_" ‘ bodbod| | ”_:
| | |
| IPDSE ISSLS] | <mg<(cngi S66| |PpsE
| H@@ o | 246 DOORS 17:32 | ‘ 506
| <a> | IPDCE 3 <o >
o Y O o
Lo DOORSNET __ | DOORS NET

The Door Stations RS485 network must be daisy chained (star configuration is not permitted).
The total maximum length of the Door Stations network should not exceed 4000ft.
On the Door Stations network connect A to A; B to B and 0V to 0V.

Use twisted pair cable. Shielded cable is recommended for longer distances or areas where
Electromagnetic Interference (EMI) is present. West Penn D2402 or similar.
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| its factory default condition before installation. To
/ do this, power the unit up with ALL 8 switches in
Figure 2. IP Pro™ Single Door Controller with Expansion Door Station(s) / the OFF position. The unit will beep after 3
i . / seconds. The unit is now defaulted.
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1

2 3 4
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OFF
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OFF | OFF| OFF | OFF | OFF | ON [ OFF
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OFF

ofF | oFf| oFF [ oFF| oFF| oN | oN
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OFF

OFF [OFF| OFF [ OFF | ON [OFF [OFF

05

OFF

offF| oFF| oFF | oFF| on [oFF | on
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OFF

OFF | OFF| OFF [ OFF | ON | ON [ OFF
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OFF

OFF | OFF| OFF[OFF| ON | ON | ON
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OFF
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OFF
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OFF

OFF [OFF| OFF | ON [ OFF | ON | OFF
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OFF | OFF| OFF[ ON | OFF| ON | ON

12

OFF

ofF | oFF| oFF [ oN | oN | oFF [ oFF
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OFF
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OFF
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OFF

OFF|OFF|OFF[ ON | ON | ON | ON
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OFF

ofF| oFF| oN | oFF| oFF| oFF [ oFF

Door #
Address

17

OFF

off[oFF] on [ oFF [oFF[oFF [ on

18

OFF

OFF | OFF | ON | OFF | OFF | ON | OFF

19

OFF

OFF [OFF[ ON |OFF | OFF| ON [ ON

20

OFF

oFF | oFF| ON [oFF | oN [ oFF [oFF

21

OFF

OFF |OFF| ON | OFF | ON | OFF [ ON

22

OFF

OFF [OFF[ ON | OFF| ON | ON | OFF

23

OFF

OFF [OFF[ ON [OFF| ON | ON [ ON

24

OFF

oFF | oFF| ON [ oN | oFF | oFF [OFF

25

OFF

OFF |OFF| ON | ON [OFF | OFF [ ON

26

OFF

OFF [OFF[ ON | ON | OFF | ON | OFF

27

OFF

OFF [OFF[ ON | ON |OFF| ON [ ON

28

OFF

OFF |OFF| ON | ON | ON | OFF | OFF

29

OFF

OFF |OFF| ON | ON | ON | OFF [ ON

30

OFF

OFF [OFF[ ON | ON | ON | ON | OFF

31

OFF

OFF|OFF| ON | ON [ ON | ON [ ON

32

OFF

OFF | ON [ OFF | OFF | OFF | OFF | OFF




2.3 Connecting Two or More Openings (using Multiple IPDCE’s)
NOTE: PLUS software is required & every IPDCE will have a unique IP address, regardless of which of the two options

below is used.

Using a single Network Switch Port,
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3.0 Controller Status Indicators

Blue: Power

This indicates that the controller
has power.

Blue: Communications

Constant illumination indicates that all
enabled Door Stations are online.

Flashing indicates that one or more
Door Stations are offline.
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Red: Fault.
This illuminates to indicate an alarm on the system, possible causes are:

Tamper Open: Controller plastic housing is not closed. In situations where the

plastic housing is not being used, connect the TAMP input on the controller

PCB to OV.

Door Station Offline: When one or more enabled door stations is not

communicating with the Controller, the Fault LED illuminates and the

appropriate indicator on the Door Station will flash.

Low DC Voltage: When voltage to the +12V terminal is less than +9V.

Fuse Blown: The +12V output on the READER terminals is current limited to

provide short circuit protection. The Fault LED will illuminate if too much

current is pulled from this connection.

AC Mon or BG/EDR Inputs Open: If either of these inputs are turned ON in
programming, the input terminal on the board must be shorted or it will
report a fault.
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4.0 Quick Start Guide

Connect the IP Pro Door Controller directly to your PC or laptop using an standard or crossover Ethernet cable (CAT5 or
better). The Controller is defaulted to use a static (fixed) IP address. The default static IP address is 192.168.1.60. Refer
to Addendum #1 to configure your PC with the following Ethernet adapter settings:

Static IP address: 192.168.1.100 (for example)

Default Netmask: 255.255.255.0

Default Gateway: 192.168.1.1
Step 2:
Open a web browser on your Windows PC (Microsoft Internet Explorer, Mozilla Firefox, or Google Chrome).
NOTE: Minimum PC requirements are Windows 7, 8, or 10.

Step 3: ‘® l-l:. ST
Enter http://192.168.1.60 in the URL bar. B il
You will be prompted for authentication credentials.

Step 4:

Login to the Controller as installer
Login credentials:
Username: installer
Password: 999999

Step 5: Update Communication Settings.

ol e o e o ol

a

R SR i R

5a. Select “Communications” from the Menu.

5b. You may change the Static IP address, Network mask, and Default
Gateway, as required, and click Save. Changing these settings will reset
the controller and require you to return to Step 2. If the default settings
are acceptable, skip to Step 6.

TP el P 3
Bl - Lot L]

EHF i i TR A

Step 6: Enable Door(s)

6a. Select “Door Settings” from the menu, which lists all 32 doors.

6b. Select the Door Name (e.g., Door 1) to be enabled.

6¢c. Check the Enabled box. NOTE: Door 1 is always the IP Door Controller. It will be enabled by
default.

6d. Edit the Door Name field, as required, up to 16 characters in length. Click Save.
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Pane W e e | Lz Mowelan i
™ Dieor Mame Status [i]] 1 hpwmn bemings gt -~
| 1 Sysienm Semings B Dol @ Onilne [a] | Door Senngs l e : p _.
II FT Dgar 'h:-nquq.' B Doer? Dimabbad | _'r‘-"'“l" r:l-'\-r\.l ! Supph Vohags HET]
#| Communicagnns B Dol Dimalrlad A Ak bmiaa
Disab
_l,.-'!:' Admizinkslion B Doced s
| B Dol Dimabibad
Step 7:
Logout from installer menu (top right corner).
Step 8:
Login to controller as user Logs
Login details: GarHama e "
Username: user Ta——
Password: 123456 Log in
Click Log In.
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Step 9: Add User Card(s) — Must be sequential

9a. From the Home Menu, select “Add Cards” by clicking on the icon

9b. Enter the “First Card” number.

NOTE: For a 26-bit Wiegand reader, the card number consists of a 3-digit facility code + a 5-digit card number (typically
printed on the card). For example, if a card has a facility code of ‘110’ and the number printed on the card is ‘01234,
then the number entered into the “First Card” field will be “11001234’.

9c. Enter the “Last Card” number.

9d. Set the “Start User” to ‘1’ (for a new installation)

9e. Set the “Card Type” to ‘Card 1’. Each user may be assigned up to 2 separate credentials (Card 1 or Card 2).

9f. Set the “User Group” to ‘Group 1’, and check the Enabled box.

NOTE: User Group #1 is enabled by default. By default, ALL users in Group #1 will have 24/7 access to ALL Doors.

9g. Click Save.
Menu
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Step 10: Set the Controller Date & Time

10a. Select the Settings option from the Menu.

10b. Select the Date and Time tab.

10c. Enter the Date. Enter the 2-digit Month (MM), 2-digit Day (DD), and 4-digit Year (YYYY).
10d. Click Save.

10e. Enter the Time. 2-digit hour (HH, 24hr clock), and 2-digit minutes (MM).

10f. Click Save. . .
[ | T t] v v

F
i i |
i-‘_“""m Dula CTTRETIN T T s Y]

| F] Eers

e Do madd Tine

i il R TS

"_% by oy Tima HIE |14 ME A1

| 5 W G
| Lk Dt G Sed @

The IP Pro ™ Door Controller is now ready for use. Logout and close your browser.
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5.0 Controller Configuration

The IP Pro™ Controller has two pre-defined user accounts: installer & user.

installer account — Used to configure global communications and door settings.
Login credentials:
Username: installer
Password: 999999

user account — Used for day to day management of the system, such as managing users and access rights.

Login credentials:
Username: user
Password: 123456

5.1 Connecting the Controller to the Network using a Dynamic IP Address (DHCP)

Step 1: The Controller is defaulted for a static IP address. To enable DHCP, remove power from the Controller.
Step 2: Set DIP switch 1 to the ON position (i.e., Move DIP switch 1 to the right).
[~

|+ oHcP

——» =0

I~

OFF

Step 3: Connect the Door Controller to IP network and apply power to the Controller

Step 4: Open a compatible web browser from any Windows PC on your network (Internet Explorer, Mozilla Firefox, or
Google Chrome). NOTE: Minimum PC OS requirement is Windows 7, 8, or 10.

Step 5: To Login, enter http://ippro-(followed by the NetBIOS address}.

e.g. http://ippro-13407 (see label on PCB) = jﬂq
| ] UllaC kAT 0014 .6F

NetBIOS address = last 5 digits

You will be prompted for authentication credentials. It is recommended that you change the Static IP address (see
Section 5.3) and always use the new static IP address to when connecting to the Controller.

5.2 Connecting the Controller to a PC using the default Static IP Address

Step 1: Remove power from the Controller and verify that the Controller is defaulted to use a static (fixed) IP address.
DIP switch 1 will be set to the OFF position (i.e., to the left).

——»=0

< J»~

OFF

Step 2: The default static IP address is 192.168.1.60. Verify that your PC is on the same subnet as the controller or
Refer to Addendum #1 to configure your PC with the following Ethernet adapter settings:

Static IP address: 192.168.1.100 (for example)
Default Netmask: 255.255.255.0
Default Gateway: 192.168.1.1

Step 3: Open a web browser on your PC (Internet Explorer, Mozilla Firefox, or Google Chrome).
NOTE: Minimum PC OS requirement is Windows 7, 8, or 10.
Step 4: To Login, enter http://192.168.1.60. You will be prompted for authentication credentials.
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5.3 Changing the default Static IP Address

Step 1: Login as “installer”
Step 2: Select “Communications” from the Menu.
Step 3: Change the Static IP address, Network Mask, and Default Gateway, as required, and click Save.
Step 4: The following message will appear:
“Changes to IP settings may require reset
Do you wish to continue?”

Click OK.
Step 5: After “System Resetting........ ” & the green checkmark appear, Close the browser.
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Step 6: If DHCP is enabled, remove power from the Controller. If DHCP is disabled, skip to Step 8.
Step 7: Set DIP switch 1 to the OFF position (as shown), then re-apply power.

—»=0

I~

OFF

Step 8: To Login, open a web browser an enter http:/(New Static IP Address).
e.g., http://192.168.100.185

5.4 Changing the installer (Administrator) Password
NOTE: Passwords must be 6-16 characters, numbers or letters, and are case-sensitive.

Step 1: Login as “installer”
Step 2: Select “Administration” from the Menu.
Step 3: Click on the “Password” tab
Step 4: Next to the installer user field,
enter a new password.
Step 5: Click Save.

Warning: It's important that the installer password be different from all user passwords, and be retained in a secure
location. If the installer code is lost, a factory default will be required.
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5.5 Changing a User Name & Password
NOTE: Passwords must be 6-16 characters, numbers or letters, and are case-sensitive.
There are four “user level” accounts available for access to the management software. To edit these users:

Step 1: Login as “installer” Mama N v o Rl e |

Step 2: Select “Administration” from the Menu. §— ... 1|

Step 3: Click on the “Password” tab B et | = e — e

Step 4: Edit the User Name and associated [ D e | | e - -
password, as necessary. Fl L ] = o

Step 5: Verify that the Enabled box is checked. [ & srriies || — =

Step 6: Click Save. I

Additionally, each user level account has the capability to change their own password:

Step 1: Login as a user level account.
Step 2: Select “Settings” from the Menu. e
Step 3: Click on the “Password” tab ] s
Step 4: Enter the new password. |
Step 5: Confirm the new password
Step 6: Click Save.

5.6 Setting the Date & Time

Step 1: Login as a user level account

Step 2: Select the Settings option from the Menu.

Step 3: Select the Date and Time tab.

Step 4: Enter the Date. Enter a 2-digit Month (MM), 2-digit Day (DD), and 4-digit Year (YYYY).
Step 5: Click Save.

Step 6: Enter the Time. Enter a 2-digit hour (HH, 24hr clock), and 2-digit minutes (MM).

Step 7: Click Save.

| e  Hetiers  wadticany  Pasneed [REERRELY (s |
| T e Cixis ared Time

JIR Unsrn Tiale e @ oo E | vevy [
| F1 Dearm

== Larve
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| _5 Uges Growps Time HH |1 MR 4
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6.1 Enable and Name Doors

6.0 Door Settings

s BRI T A St . St Mehe
Step 1: Login as installer - =
Step 2: Select “Door Settings” from the Menu T | -
Step 3: Select the desired door (e.g., Door 1) b Gk
Step 4: Check the Enabled box LR || et et mi

Step 6: C

A Sdeasivasia

Step 5: Edit the Door Name field, as required.

You may use the arrow buttons to navigate to the next door or click Door Settings from the Menu to view all doors.
6.2 Set Door Relay Timers ey =3 —

Step 1: Login as installer (¢ Py | (-

Step 2: Select “Door Settings” from the Menu L ] | i e ; :

Step 3: Select the desired door (e.g., Door 1) e | | i e 7

Step 4: Select the “Timers” tab e | iy : ;

FrEnd Sy
Step 5: Use the drop-down menu to adjust ‘- & + B

each timer, as required.

Field Name Description

Relay Time |Time the main relay is activated in response to a valid card or to operation of the request-to-exit switch.

Ajar Time Time the door may remain open before a door ajar (held open) condition occurs.

AUX Time Time the AUX (alarm) output is activated.

OP2 Time Time the OP2 output is activated.

OP3 Time Time the OP3 output is activated.

Extend Relay |Time the door relay is activated in response to a valid card for a user with the Extend Relay option. In this case, the door
relay is activated for an extended period of time for users who may require longer to access the door.

Step 6: Save

6.3 Set

Step 1: Login as installer

Step 2: Select “Door Settings” from the Menu
Step 3: Select the desired door (e.g., Door 1)
Step 4: Select “Actions” tab

Door Scheduled Actions

| . P i oy [r— [
A W m— i P T -

drmiuas (G

Step 5: Using the drop-down menu, select a Timezone g R
to determine when the Action will be executed. P e

Refer to Section 7.1 Creating a Timezone.

Step 6: Click Save

Field Name Description
Unlock Door The assigned Timezone determines when the door is automatically unlocked, allowing free access. The main relay is held open, and the green reader LED will flash.
Lock Door The assigned Timezone determines when the door is automatically locked. When a door is locked, all users will be denied access regardless of their programmed
access rights. The door relay is held closed for this time.
The assigned Timezone determines when Card and PIN operation is enforced on the door. When a card is presented during this time, a valid user or group PIN must
PIN Required be entered to gain access.
Any Card The assigned Timezone determines when ANY card will be allowed access. The only check performed is that a card is presented: the format is irrelevant.
Activate OP2 The assigned Timezone determines when the OP2 output is active. This could be used to control an externally connected device.
Activate OP3 The assigned Timezone determines when the OP3 output is active.
Activate AUX The assigned Timezone determines when the AUX output is active.
The assigned Timezone determines when PIN Only operation is enforced for the door. During this time, all presented cards will be ignored, and a valid user PIN must
PIN Only be entered to gain access.
PIN or Card The assigned Timezone determines when either a valid PIN or Card operation is required to gain entry.
Dual Users The assigned Timezone determines when two valid cards must be presented to gain access.

Normalize Doors

The assigned Timezone determines when the door is normalized(i.e., the door returns to its default state.)

P:AINSTALLATION INST\ACCESS CONTROLS\INST-IPPRO\INST-IPPRO.vsd Rev C 04-19 Page 9




6.4 Advanced Door Operations Mome opesces [T

Step 1: Login as installer - "; S | " )
Step 2: Select “Door Settings” from the Menu T T e e
Step 3: Select the desired door (e.g., Door 1) e | :
Step 4: Select “Operations” tab A Wil ik e
Step 5: Select the checkbox next to the operations bk
setting to be applied to the selected Door. £ai Hadan s
Exi Filh

Step 6: Click Save

{iavat Button
Ewi HiM
Fom byt

=xFn Helmy
Mumiar dyuinyg
L

Foranglome

v

Field Name Description

Anti-tailgate When selected, the main relay time expires one second after the door is opened. NOTE: A door contact must be connected AND Door Contact must
be checked under the Reports tab.

Silent By default, the door controller gives an audible indication when a card is swiped. When selected, the audible indication is suppressed.

Chime When selected, the door controller's buzzer sounds momentarily when the door is opened. The Auxiliary output is also activated for a short period of
time. NOTE: If the Silent option is also selected, the controller's buzzer will not sound, but the auxiliary output will still activate momentarily.

Exit Always Normally, the controller applies the same group access rules to users exiting the area as it applies to users being granted access. If this option is
selected, normal access rights are ignored and any enabled card can exit irrespective of access rights.

Interlock If selected, only one door of a connected 2-door interlock may be open/unlocked at any one time. The interlock output (OP3) of each door should be
connected to the interlock input (AUX) of the other door. Interlock must be selected on both door controllers. NOTE: 0V lines of both controllers
should be connected together.

Exit Button If selected, the request-to-exit input (PB) is enabled. When this switch is momentarily closed, the relay timer is activated for its programmed period
of time. An exit event may also be recorded in the system log.

Exit PINs Normally in PIN only or Card + PIN operation, PIN codes are used only to gain entry through the door. When selected, the controller requires a PIN

code when exiting also.

Guest Button

When an external keypad is being used to gain entry, this option allows the "Bell" button on the keypad to be used to momentarily fire a guest
buzzer connected to the auxiliary output of the controller.

Exit PIR If selected, a Passive Infrared (PIR) device can be used in place of a traditional push button exit switch. The main relay remains unlocked past the
relay timer, while the PIR is active.

Failsafe When using normally energized locking devices, there may be problems with the door remaining locked during a power outage when a stand-by
battery is discharging. If this option is selected, the action of the relay is reversed so that the door will fail open in a power outage.

Toggle Relay If selected, the door can be toggled open or closed by users with the Toggle Relay option enabled. (See Section 8.4)

Monitor Arming

The AUX input on the controller may be connected to a keyswitch or ON/OFF switch. When this signal is low, the controller denies access to users.

Access Only

If selected, the main relay output at the access point is activated if a valid card is presented at an access reader.

Breakglass

If selected, the auxiliary output relay is activated when the B/GL input reads an open circuit.
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6.5 Door Reports Settings anu nerers [
Step 1: Login as installer U s L — o
Step 2: Select “Door Settings” from the Menu 0 - Bl Dasr Ajar
Step 3: Select the desired door (e.g., Door 1) Soor Sesie Doar Pareed
Step 4: Select “Reports” tab bl i Fosad Ervae "
Step 5: Select the checkbox next to the event types |« “omrae=en Eah Buten
to be reported. Cuar D
Gy Clasad
Step 6: Click Save e
[T T
Caar Corvos =
E4

Field Name Description

Door Ajar A door ajar event is logged if the door has been open for longer than a predetermined period of time.

Door Forced A door forced event is logged if the door is opened without being explicitly commanded to open by the controller. This would typically occur if
the locking mechanism is bypassed or if the door is physically forced open.

Read Error Aread error event is logged when an incorrect read occurs on an entry or exit reader. An additional error number may be displayed giving further
details on the error.

Exit Button An exit granted (push button) event is logged when a user presses the request-to-exit (egress) switch.

Door Open A door opened eventis logged when the door is physically opened. Door contact required.

Door Closed A door closed event is logged when the door is physically closed. Door contact required.

Mains Fault A mains fault event is logged if the primary supply fails. A normally closed, dry contact must be connected to the Mains Present input on the
controller.

Door Tamper A door tamper event is logged if the dooris tampered with, that is, if the door station or controller tamper switch is activated.

Door Contact This is required for a door opened/closed event to be visually annunciated on the Door Settings screen.

6.6 Door Alarms Settings

Use this tab to determine which Alarm conditions will activate the Auxiliary Relay.
Step 1: Login as installer — {
Step 2: Select “Door Settings” from the Menu :' hA— { | Doorfumer i
Step 3: Select the desired door (e.g., Door 1) S -m_:" | Deer Ajar
Step 4: Select “Alarms” tab - e x"““-’
Step 5: Select the checkbox next to the condition T m.:;:'...
which will activate the Auxiliary Relay. e
Dursss Alam
Step 6: Click Save Rl Aeneel
Bt D
Fod i Sy
Alin ARl Tiashid
Brastgles
la=s
Field Name Description
Door Ajar The AUX output is activated if the door has been open for longer than a predetermined period of time. It is reset once the door is closed or when a valid

card is swiped.

Door Forced

The AUX output is activated if the door is opened without being explicitly commanded to open by the controller. It is reset when a valid card is swiped.

Door Open

The AUX output is activated while the door is open.

Access Denied

The AUX output is activated for 2 seconds if an invalid card is swiped.

Access Granted

The AUX output is activated if a valid card is swiped.

Duress Alarm

The AUX output is activated if a duress PIN code is entered. This is when a number 1 greater than the valid PIN is entered in PIN Only or PIN & Swipe
operation.

Exit Granted

The AUX output is activated if a valid card is presented at an exit reader.

Exit Denied The AUX output is activated for 2 seconds if an invalid card is swiped at an exit reader.
Follow Relay If selected, while the main relay is active, the AUX relay is also active.

AUX ARM/DISARM |Must be used in conjuction with Door Settings - Operations - Monitor Arming
Breakglass Must be used in conjuction with Door Settings - Operations - Breakglass
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7.0 Creating Cardholder Access Rights

To create access rights, every cardholder must be assigned a User Group. A User Group consists of two elements:

Timezones (Section 7.1) and Door Groups (Section 7.2). NOTE: By default, all User Groups are enabled, and have
been given 24/7 access to all enabled doors.

7.1 Creating a Timezone
There are two pre-defined timezones: “No Timezone” and “24 Hours”. The pre-defined timezones cannot be edited.

To create a new Timezone,

—— BRI Frif Fuinl Selakl Tkt | PuieG

Step 1: Login as a user level account. s - oo
Step 2: Select “Time Zones” from the Menu. Pt | neme
Step 3: Choose a Timezone Name from the e * | vaitor

Timezone List (e.g., Timezone 1) Bumones | e
Step 4: From the Details Tab, assign a unique Name - :. ‘

to the Timezone, and Click Save. By
Step 5: Select one of the five time period tabs to edit. L N oot LT Vel a0 P Pk |
Step 6: From the Period Tab, select the Day(s) for which | & = _

the Timezone will be active. AL o
Step 7: If required, select a Holiday (Type 1 thru 9) when - .“ T -

the Timezone will be active. Refer to Section 9.1 e ':‘: .'::.

Create/View Holidays. =TT Fiday .
Step 8: Edit the Time when the Timezone will be active |5 i P immdiy Ll Sy

(00:00 to 23:59) ] temim Uty

Step 9: If necessary, select and edit another Period.
Step 10: Click Save.

7.2 Creating a Door Group
There are two pre-defined Door Groups: “No Doors” and “All Doors”. The pre-defined door groups cannot be edited.

To create a new Door Group,

Step 1: Login as a user level account. =
Step 2: Select “Door Groups” from the Menu. - T Dazy Gemzap Coniaits
Step 3: Choose a Door Group Name from the [ Hamas i
Door Group List (e.g., Door Group 1) A = b
Step 4: Under Door Group Details, assign a unique Name | = =#= e -
to the Door Group. e Diisr I Gy
Step 5: Check the box next to the Door(s) which are 2| Dowr Grrape —
part of the Door Group. NOTE: Only Enabled T —
doors will be available to add to the Door Group. A Fean | o

Step 6: Click Save. |_
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7.3 Creating a User Group

NOTE: By default, all User Groups are enabled, and have been given 24/7 access to ALL enabled doors.

To create a new User Group, o
iy Heme i Givai Metsla
Step 1: Login as a user level account. | 18 s [T i
Step 2: Select “User Groups” from the Menu. [ ] Deves Ham rax
Step 3: Choose a User Group Name from the |1k aorts :‘"““ o v
List of Groups (e.g., Group 1) i e Groups
Step 4: Under User Group Details, assign a unique 1 toor Groama PR
Name to the User Group. [ =3 Tima Famaa Bt Gz [Tp—
Step 5: Under Access Rights, use the drop-down menus | .+ MO s
to assign Door Groups and their respective e : e
Timezones. (Up to 8 per Group) oD . Hs Tirs
b3 b " TPy | ==y
Step 6: Check any Group Options, as required. See e d == e
descriptions below. s S
Note: A different setting on the User's Options
Tab (See Section 8.0 — Cardholder Settings) Geasp Dpans
overrides this setting. Torggla Pty
Fcivmie U1
Step 7: To enable anti-passback, set the timed S
anti-passback period to any other value than R D
0 days, 0 hours, and 0 minutes. The minimum Firesd & piigainback
is 1 minute. The maximum is 7 days, 23 hours, -
and 59 minutes. See description below. :" E
Step 8: Click Save. e
alam Jass
Option Name Description
Toggle Relay This option causes the relay to toggle whenever a user in this group is granted access. If the door is in its normal state, it will be held unlocked, and the green reader LED

will flash. If the door was already unlocked, then it is returned to normal operation.

Activate OP2

This option causes the local OP2 output to be fired for a predetermined period of time whenever a user in this group is granted access.

Activate OP3

This option causes the local OP3 output to be fired for a predetermined period of time whenever a user in this group is granted access.

Tracking Bypass |[This option allows tracking functions to be bypassed for users in this group. This means that anti-passback and user-limiting functions do not apply to users in this group.

Timed
Antipassback
Period

When a user in the Group is granted access through a door, then the user will not be granted access again until the anti-passback time period expires.

7.4 Assigning a User Group to a Cardholder.

Refer to Section 8.0 for Cardholder configuration.
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8.0 Adding Cardholders

8.1 Add a Batch of Cards

Step 1: Login as a user level account.
Step 2: From the Home screen,
select the “Add Cards” icon

Faini
i Home Sh
Add Canda
l=l Unern Fleni Card
V1 Dooes Lagi T
e po Susrt U
4 Hepeis i
Lard Typs L
l';. g Graugs -
= - Ibser Geoaip Ciras 1 | =
T Do Growgs Eirabosi -
[EJ Hiress 2 ramivss [ra—
_II,F_" LEmAnDE

Step 3: Enter the “First Card” number.

NOTE: For a 26-bit Wiegand reader, the card number consists of a 3-digit facility code + a 5-digit card number (typically
printed on the card). For example, if a card has a facility code of ‘110’ and the number printed on the card is ‘01234,
then the number entered into the “First Card” field will be “11001234’.

Step 4: Enter the “Last Card” number.

Step 5: Set the “Start User” to ‘1’ (for a new installation)

Step 6: Set the “Card Type” to ‘Card 1’ or ‘Card 2’. Each user may be assigned up to 2 separate credentials (Card 1 or
Card 2). If Card 1 has not been used, use Card 1 first.

Step 7: Select a “User Group” and check the Enabled box.

NOTE: Checking Enabled in Step 7 above enables all the cardholders. User Groups may also need to be enabled (See
Section 7.3 Creating a User Group)

Step 8: Click Save.

8.2 Add an Individual Cardholder | mon oo

Step 1: Login as a user level account. | & TH——
Step 2: Select “Users” from the Menu [ 8 Lesann Tsar Hum i
Step 3: From ShOW A” USGI’S, i aory Usar Herns Linar 1
!
I
|
|

select a User Name (e.g., User 1) T isar Goep g | w|IE
Step 4: Under User Details, edit the User name P v Sranm Enabied  Hiasbled
Step 5: Using the drop-down menu, L
Select a User Group e | | cammarm
Step 6: Under Status, select “Enabled” E‘ it B ":;
1 Setinrg L L
i Pin nembhar ]

Step 7: Enter card number into

either Card 1 or Card 2 field
NOTE: For a 26-bit Wiegand reader, the card number consists of a 3-digit facility code + a 5-digit card number (typically
printed on the card). For example, if a card has a facility code of ‘110’ and the number printed on the card is ‘01234,
then the number entered into the “First Card” field will be “11001234’.

Step 7: Click Save
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8.3 Change Cardholder Validity (Temporary User)

By default, a user card is always valid and never expires. To change the period of time a cardholder is valid,

Step 1: Login as a user level account.
Step 2: From the Home screen, select “Users” from the Menu.
NOTE: If this is a new user, go to Section 8.2, and return to Step 4 after the new cardholder has been added.

Step 3: From Show All Users, select a User Name (e.g., User 1)
Step 4: Select the Validity Tab.

o [ e
i Mok vl
§ Ly Erasin P
BV Doern el uu m R i i
it AL Frabin Mesas
& Uhar Dewam E v o e
= Fa
So—
(=) Tirwn Borms
S g [T
I

Step 5: Check the box above “From” to enable the Start Date. Enter a 2-digit Month (MM), 2-digit Day (DD),
and 4-digit Year (YYYY). This is the first day the card will be valid.

Step 6: Check the box above “To” to enable the End Date. Enter a 2-digit Month (MM), 2-digit Day (DD),
and 4-digit Year (YYYY). This is the last day the card will be valid.

Step 7: Click Save.

8.4 Cardholder Options

Step 1: Login as a user level account.

Step 2: From the Home screen, select “Users” from the Menu.
Step 3: From Show All Users, select a User Name (e.g., User 1)
Step 4: Select the Options Tab.

Crsan
Maru | e B
. s
i wen Toppls Melay
aR- Eviprd Sulap
—_— e i
e Fmnoem
= & s
B K oo AUE AR WORARIA
| Cmer Grpary
' Wradoes R
A Semegs
L) b 1

Step 5: Check the box next to the desired option(s).

Field Name Description

This option causes the relay to toggle whenever the user is granted access. If the door was in its normal state, it is unlocked, and the green reader LED will
flash. If the door was already unlocked, then itis returned to normal operation. This option may be assigned to individual users or to groups.

Toggle Relay

Extend Relay This option causes the door relay to remain active for an extended period of time when access is granted. The time is determined by the Extend Relay

Timer (See Section 6.2)

Activate OP2

This option causes the local OP2 output to be fired for a predetermined period of time whenever the user is granted access.

Activate OP3

This option causes the local OP3 output to be fired for a predetermined period of time whenever the user is granted access.

AUX ARM/DISARM

This option is not available on the IP Pro Door Controller.
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9.0 Holiday Scheduling

9.1 Create/View Holidays e  Hobieys RUCLLEY Rommrd | Do pn Tom  Larwioge
Step 1: Login as a user level account. iy e & Holkdnp
Step 2: From the Home screen, select “Settings” from _--ﬂ' erec] Ham wa[ o
the Menu. ] (Ll Tips Tores | w
Step 3: Select the “Add Holiday” Tab. ] St S
Step 4: Enter the 2-digit month (MM) and 2-digit L3 st Srogm
day (DD) for the desired holiday. RETTT
Step 5: Use the drop-down menu to select the (=4 Tima Eerws
holiday type. There an 9 possible Holiday Types. | # sesirgs

Step 6: Click Save.

LR PR Acdkd Medkfay Passwoed  Dovie and Time  Langeogss

To view all Holidays, select the Holidays Tab.

Hodidags
Crote Tyt Dot bt
B 3 ]

NOTE: User Groups that have been assigned the “24 Hours” Timezone will have normal access on Holidays. User
Groups assigned to any other Timezone will only have access for Holiday Types selected in their respective
Timezone period (See Section 7.1).

10.0 History Reports

10.1 View Log Events

Step 1: Login as a user level account.
Step 2: From the Home screen, select “Reports” from
the Menu.

The Live Log Events tab lists the previous 25 events.

The Historic Log Events tab lists the previous 5000 events (25 events at a time).
Use the arrow buttons to page through the events.

When either log becomes full, the list will drop the oldest event (first in, first out).

e o e T
g L g Esgran
u ey
s Thusy Ewarn Locaton Deisdls
Hen
-] .28 34 M52 Door Pasmed fiazr 1
ol Haparis B MTLIA H:E1] | Uil Powared Up
T e ciseuape B WITHALBA0SE | Arecss Graned  Daor] Ll
"I Mere Groip § BT DS | Uikl Powsred Up
P W WS Eain Bunan i
|:__—_- Time fones
- P 80d MaS Aconas Granied Raer 1 Loz 1
A Serings B R AN Cwnof Timecene Dage ] L
B didadiid Wil Culof Tinmcerm foor]  Lhes ]
B MR M | Oan ol Timaeers Daocd  Usead
ol gnd 118 Do Mol D 1
B pdd 18119 Accens Denled Dpor 1 L
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10.2 Export Events

Events may be exported as a .csv format file, viewable & editable in Microsoft Office Excel.
It is recommended that events be exported using Internet Explorer or Mozilla Firefox.

Step 1: Login as a user level account.
Step 2: From the Home screen, select “Reports” from
the Menu.
Step 3: Select the “Export Events” tab. The download link will appear.
Step 4: Click the Download link.

Live Log Evenis  Historic Log Events &L ERT |

@ R Enpaort Evanis Expoat Evants

Using Firefox, a window similar to this one will appear: [T ——— E]

faw have choi Ba cpere

Click OK to Save the file. The ‘eventlog_export.csv’ file will be 55 il espart.n

ahich i Wy et Dge ot ed 60 MO0T Woiekabyesd (V) brplsd
saved to the local Downloads folder. hham: o192 188160

il choashd Piredoc de wvsh thin T

i with _M—:umh CHice Lod |mmbaii) -
¥ e hie

Do et el o iy e s, B 1y Do v 0,

¥ L

Using Internet Explorer, a window similar to this one will appear:

Click Save as to rename the file or to change the location where ; =

.. R o oy wank 1o do wilh sverlhog evpartosy
the file is to be saved. "
Sox EER Evise

Faprv 152.100.1. 50

& Cipen

The {de mcon'i be ewved autamaicsly,
& Save

# Save as

Cancel

P:AINSTALLATION INST\ACCESS CONTROLS\INST-IPPRO\INST-IPPRO.vsd Rev C 04-19 Page 17



11.0 Advanced System Settings

The following settings are Global (Systemwide) and will apply to all controllers and door stations on
the RS485 network.

11.1 System Operations

. - .1 Baaalsd

Step 1: Login as installer. R rwt--u”
Step 2: From the Home screen, select “System Settings” —— ,:“'I_:;' —

from the Menu. e a '
Step 3: Select the Operations Tab. F g Tr— i
Step 4: Edit the fields as required. -
Step 5: Save
Field Name Description
PIN Only If selected, PIN Only operation is required on the entire system. No card credentials are accepted in the system.

User Limiting

If selected, when the number of users inside the perimeter areais equal to the maximum of either User Limit A or User Limit B
then the controller prevents any more users from entering.

PIN Length

Using the drop-down menu, selects the number of digits required for all cardholder PIN numbers used in Card & PIN mode,

PIN Only mode, PIN or Card mode. Default =4 digits.

11.2 Advanced Door Groups

e [ oo o
Hara
Step 1: Login as installer. ': i A Hoy e b "
Step 2: From the Home screen, select “System Settings” || 77 s sy I ::::':m :::
from the Menu. TR - -
Step 3: Select the Advanced Door Groups Tab. ksl Fiemr 1o ey =

Step 4: Using the drop-down menus, select the
appropriate door group to assign as Fire Doors,

T

Perimeter Doors, etc.

Step 5: Save

Field Name Description

Fire Doors The designated Door Group automatically opens in the event of a fire to allow free passage. A signal from the fire alarm
system to the AUX1input isrequired.

Perimeter The designated Door Group contains doors on the perimeter of the installation. This allows the system to keep track of which

users are in or out of the installation at a given time. See Tracking (Section 11.3)

Antipassback

The designated Door Group defines which doors are in the Anti-passback area. Doors in this area must have entry/exit
readers.

Timed Antipassb

The designated Door Group contains doors that will not re-open for the same card during the anti-passback timed period. The
anti-passback timed period is defined in the User Groups (Section 7.3)

Internal Doors

The designated Door Group contains doors inside the perimeter of the installation. These doors deny access if the cardholder
has not already entered through the perimeter or anti-passback doors.

11.3 Tracking

o ==y
. . i Mo :
Step 1: Login as installer. ] | et Fren s
Step 2: From the Home screen, select “System Settings” M Do ::::::: :
from the Menu. T ———
Step 3: Select the Tracking Tab. o Tr— =
Step 4: Edit the fields as required, and Save. —_—
Field Name Description
Tracking Reset The time of day when the area counts are reset.
User Limit A These limits specify the maximum number of users that will be allowed in that area. The two limits operate independently.
User Limit B
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11.4 Systemwide Outputs

ry Hors
-
Tydrms Swdibugs

Step 1: Login as installer. e OF3 Tk £
Step 2: From the Home screen, select “System Settings” | | comsscuses :; :’r'

from the Menu. :"_‘:"I_"'T_ 0P WL kewda A
Step 3: Select the Outputs Tab. o L
Step 4: Check outputs as required, and Save.

Field Name Description

AUX Any Door When this option is selected, the AUX output on the IP Door Controller operates if the AUX output for any of the door stations
connected to the controller is active.

OP2Tech Flt When this option is selected, the AUX output on the IP Door Controller operates if a technical fault condition exists. Technical
faults include mains faults, tampers or doors offline.

OP3 Any Open When this option is selected, the OP3 output on the IP Door Controller operates if any of the doors connected to the controller
are open.

AUX Users In When this option is selected, the AUX output on the IP Door Controller operates while one or more users are within the anti-
passback or perimeter area (if configured). The output activates immediately when a user enters the defined area, and de-
activates when all users have exited.

OP2 ULimit A When this option is selected, the OP2 output on the IP Door Controller operates when the number of users within the anti-
passback or perimeter area reaches or exceeds User Limit A

OP3 ULimit B When this option is selected, the OP3 output on the IP Door Controller operates when the number of users within the anti-
passback or perimeter area reaches or exceeds User Limit B

12.0 Database Backup

12.1 Create a Backup

It is recommended that Microsoft Internet Explorer or Mozilla Firefox be used for database backups.
To create a backup of the system database on your PC:

Step 1: Login as installer. Joery

Step 2: From the Home screen, select “Administration” from | = "=
the Menu.

Ok appidun

Cieatd Seapaloi
I Sywters Sotings

Step 3: From the Database Snapshot Tab, A e, h q.. Imﬁ“eﬂ'; :
Click Create Snapshot. The Last Snapshot Taken | & foeriaie ::m':‘ e
field will update & the backup now link will appear. iy A Sl
A database backup file named ippro_snapshot.dbo
has been created on the controller. | Daiiuis inn

Step 4: Click the Backup now link.

If using Internet Explorer, select Save as when prompted.

D pouwerr iz ogen or oes ippra_nepebobdbo {50 D) fom LTS B COpmn 0 ] bt ;i:‘l-ﬂ'\rle"'ﬂ

If using Firefox, click OK when prompted to save the file to the local Downloads folder.
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12.2 Restore a Backup
To restore the backup from the PC the installer must use an FTP client. The FTP client can be run from the command
line or using an FTP client such as Filezilla.

To restore using the command line FTP:

Step 1: From the command line, enter ftp followed by the IP address of the controller.
ftp 192.168.1.60
Step 2: Enter the installer username and password.

Username: installer
Password: 999999

Step 3: Copy the database to the controller. From the FTP command prompt enter put directory\filename. The
directory is the PC location where the backup file is stored and the filename must be ippro_snapshot.dbo.

When successful, the database is restored as a snapshot on the controller.

Step 4: From the ftp command line, type quit.
Step 5: From the command line, type exit and
return to the web browser interface.

Step 6: Login as installer.

Step 7: From the Home screen, select “Administration” from
the Menu.

Step 8: From the Database Snapshot Tab,
Click Restore Snapshot.

Step 9: Click OK to confirm. The controller has been updated.

P:\INSTALLATION INST\ACCESS CONTROLS\INST-IPPRO\INST-IPPRO.vsd Rev C 04-19  Page 20




13.0 Features & Specifications

Controls one door directly, with unlimited expansion capabilities

TCP/IP communications (100/10Mbps)

DHCP or Static IP addresses

Password protected built-in web server (No separate software to install)
Live transaction monitoring

Entry & exit reader capability

Compatible with industry standard Wiegand output readers

Reader short circuit protection

1,000 users (up to 2 credentials per user). 60,000 users when using the PLUS software.

Batch card enrollment

250 User groups/Time Zones/Door Groups

Holiday support

Scheduled Events

Temporary Users

Audit Trail — Up to 5,000 events maybe exported as a .csv file

Status LED’s — Power, Communications, & Fault on-board diagnostic indicators
Anti-tailgating

Supported browsers: Microsoft Internet Explorer, Firefox, Google Chrome
Multiple credential modes: Card only, PIN only, Pin or Card, Pin & Card
Door Status Monitoring Input

Request-to-Exit (REX) Input

Programmable Auxiliary Input

Lock Relay Output

Auxiliary Relay Output

(2) Programmable Solid-state Outputs

Tamper Input

Database backup support

IP Pro Controller IP Pro Splitter
f Door Station Expansion rpul vellage 44 . 5T YDC
Voliage 12 ¥DC Input rpik Wﬂ";'f 30 ,.:ﬂ '
Current Consumpsan 250mé - Coniroler Outpul power AW max
mae] 120mé, - Door Station Expanaion
Dulpul Current 20 12y
Operating Tempseaiure 14°F = 122°F (Indoar use cnly]
Dimensians 378" £ 35 x 0875 board only .
925" 1 6 5 x 21875" e mpenten S
wi' ABS plashic enciosure FoE+ Cuput Pin 45 ], TE =)
% Assignmam and Polariby
‘W'saght 1k
Relay Quipul Type Ferm © (2POT) % 2 CAA Foruid Yikanh il : :
Porl P Iviatts (G
Rulay Cantact Rating Msin {Lock) - SA & 30VDC s B AT )
Acieibary — 14 @3”'.-'1"5
Canmectiong Digtal npasts: £ dry contact inpuis

Efhernel: ®JA5 (Conlrcller anky)
RS-48% Terminal Sus

Reader Fewer - 12V0C

Reader Dala — Wiegand |26bit bo 370t
Raader LED Cordrol = Red & Graen
Twe Solid Sale gulpuls (100 max)
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Addendum #1

A1.1 Assign a Static IP Address to your PC

To connect your PC or laptop directly to the IP Pro Controller, your PC must be on the same subnet as the controller.
The following example will assign your PC a static IP address on the same subnet as the IP Pro Controller. The
controller has a default IP address of 192.168.1.60.

I!I S e Coslid Famid ¢ AT Coidesd Piosd Bevmd i
i

Fiy Bém Gms  Tesk  Hap

1. Click the Windows
Start button.
2. Select Control Panel it e s A

B o Y

Whebeesif 3 - Click “Network and
- | Sharing Center”

Wt B lana

o e ) nsaingiy

LIl Pangimrn

Fig B® Vs  Took  Aganosd  Help

File Edid Veew Teabh Hdp

diganos = 5
L S Wiew your basic network info e N TR e
Muzage mrule networis 4 '!. 5. Double-click on your
L0390 Ethernet adapter (Local Area e —reerr= T
Chazge sdvanced tharng (This Comainer Connection) Em } i i bl

o ([ L}
4. From the left menu, select G
‘Change adapter settings’

Herecdag | Ganng pre e
Sl A au can -tk [F midnge emgred sroratnals § v rebeoes supearia
By capabildy . Cherwaa, vau reed o mic vour et aceneior
Crdpee! o Swabea POk GEE Samdy Cantnlied trr b oo [P st
Mo It scceim = = T e
= e L' o | e e
Fashise _Cwtgm. | "8

. 3 Line S ok P mdche
2dav 180T Thom cormection e th Fkowing berm 3

1063 Megm L e ] P mimm: :
o e P Pigtmerk, Filer Db T E——
] ] Gt Pk Scheduler
by .'Hl:lcr\df‘hir :-rﬂ-:vhllr:-ui-h!lm Ll ol
fﬂ- _ r——
¥ - Lk i ToRy LapCvary Mappae L) Drver @ e Bk fodowang DG pbvir e
¥ i Lrk-Layer Togology Discovary Raspordar e M v
(LT Proyesties Awrraie DAL wre
7. From the Local Area x siciaie 101 i
Connection Properties 8. From Internet Protocol Version 4 (TCP/
window, Double-click on IPv4) Properties,
6. From the Local Area ‘Internet Protocol Version 4 |, (a) select the option button next to ‘Use the
Connection Status window, (TCP/IPv4Yy : following IP address’, then

select Properties (b) Enter the IP address, subnet mask, and

Default gateway, as shown.

\(c) Click ‘OK’ twice, then ‘Close’.

J
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A1.2 Test Communication to the IP Pro Controller (Ping Test)

A ping test can determine whether your computer can communicate to the IP Pro Controller over the network. This is a
simple test to troubleshoot your network settings. You can run the test by (a) pinging the controller’s IP address or by
(b) pinging the controller's NetBIOS address. Pinging the NetBIOS address is useful when the IP address is not known.

To ping the controller’s IP address (Windows 7):

Uncumaernic

1. Click the Windows
Start button.

2. In the Search bar, type Mesic
‘cmd’ and press Enter.

Partures

Coimgines

Conbrad P
D s and Poavieds
Defask Programa

Heip and Supgard

B &drreniterban O Windossisystendd omd moe L =
| e .1 ¥

3. From the command prompt window, type:
‘ping {IP address of the controller}, and press Enter.

Note: Leave a space between ‘ping’ and the IP address.

All wmighte roceresd.

airatisn. Bl rightz reseread.

4. If communication is established, you\
will receive (4) reply messages from
the IP Pro Controller’s IP address.

5. Type ‘exit’ and press Enter to close
the window.

To ping the controller’s NetBIOS address:

B Admirastraton ChWindowshsystem3®omd. exe

icrosolt Windous [Ue on G.1.MeEl]
Copyrdght o 2 ook L

et
i8@.18

For 192.16H.1AH.18:
= 4, Reosiwved
gate pound teip ©ime

g s ime
Hirm Lmaim Hms . Hax lmaom

L sl seraado - 30 3

1Ak '.| - All wightz Pese

Note:

3. From the command prompt window, type:
‘ping ippro-{NetBIOS address}, and press Enter.

The NetBIOS address is located on the on-board serial sticker.
Leave a space between ‘ping’ and ‘ippro-...".

4. If communication is established, you will receive (4) reply
messages from the IP Pro Controller’'s IP address.

5. Type ‘exit’ and press Enter to close the window.
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Addendum #2

A2.1 Wiring & Programming the 920PW/923PW keypad/card reader for PIN or Card Operation

For wiring instructions, follow the diagram that is included with the 920PW/923PW instruction sheet or on the SDC
website.

1. Determine the length of PIN to be used (Default = 4 digits). If required, Use Section 11.1 on Page 18 to change the
PIN length to 5 or 6 digits.

2. To program the system for PIN or Card operation,
a. Log into the IPPro web server as “installer”.
b. Select “Door Settings” from the menu. Click on the blue Door Name to be configured.
c. Click on the “Actions” tab.
d. Use the drop-down menu next to “PIN or Card” to select “24 Hours”. SAVE.

3. Configure the 920PW/923PW keypad to be in PIN mode by performing the following steps at the keypad:
a. Press #9#MasterCode# {Default MasterCode = 123456. An amber LED will flash to indicated the keypad
is in programming mode.

b. Press #83#1 {The green LED will momentarily turn on, then the amber LED will begin flashing}

*%
c. Press "#

4. Log in as user and assign PIN numbers to authorized Users as required. Reference Section 8.2 on Page 14.

Addendum #3

A3.1 Port Forwarding for Remote Access

Use this procedure as a general guide to configuring your own router for remote access to the IPPro controller’s web
server.

Access your router’s configuration interface.

In your router’s port forwarding configuration,
Set your external port range to 10001 to 10002.
Set your internal port to 80.

Additionally, you want the static ip address of the IPPro controller to be on the same subnet as your router. For
example, if your router’s local IP address is 192.168.0.1, then your controller would have the following static settings:

192.168.0.x
255.255.255.0 (mask)
192.168.0.1 (gateway)

Access remotely using router’s external ip address followed by :10001°. For example if your router’s external IP
address is 47.144.99.123, you will type 47.144.99.123:10001 into your browser’s URL bar.
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